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Abstract-  Body Sensor Network (BSN) that is linked by a wireless network interface roams from one coverage zone to 

another then interference  between wireless-body-area-networks (WBAN) created, which can cause serious throughput 

degradation, Scattering of WBAN and Remote Base Station (RBS) will not be in range. When a wireless body area 

network become mobile then problem arises of inter process interference A necessity appears for efficient WBAN 

monitoring information extraction, high spatial reuse, dynamically fine tuning the monitoring process to suit the data 

quality. This paper proposes an optimized BSN handover strategy, and hop by hop method to reach RBS (Sink), and a 

method to maximize the network throughput by using stable routes to avoid inter- and intra-flow interferences based on 

mobility prediction. 
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I. INTRODUCTION 

With the evolution of inexpensive and lightweight of sensors, most of the applications are encouraged to utilize 

them where one of the key mechanisms is a Remote Health Monitoring by Wireless Body Area networks 

(WBAN). WBAN initiates the communication by sensors attached on the human body that helps to take decisions 

for treatment through effective monitoring by an external medical representative. Due to the short frequency range 

of bio-sensors, WBANs is influenced with an interference problem that degrades system performance by clashing 

the medical data. With the aim of avoiding communication interference in WBANs, social interaction based network 

is designed to detect the interference between one WBAN to another body area. When try to evade the interference 

problem the key issue has to consider is the power control of sensors to maintain the system utility. To improve the 

system utility a game-theoretic approach is enabled along with that an Elliptic Curve Cryptography approach is 

adopted with WBAN for authentication and secure communication between sensors of body area. The results show 

the effectiveness of the proposed secure power aware scheme of WBAN. 

Wireless body area networks (WBANs) grow to be a promising technology due to the diversity manner along with 

the miniaturization of devices used for communication and monitoring [1] [2]. Recently, WBANs emerged as a 

significant evolution to offer opportunities to move in tele-medicine, which facilitates the effective consultation 

between the patient and medical representatives.  In order to continuously monitoring and sensing the patient health 

and provide corresponding information to the respective medical personal WBANs consist of various low cost 

sensors, which are deployed on the human body.  The wearable and commonly used small sensor devices in medical 

applications are ECG, EEG, etc., which can communicate with a network and helps to monitor the patient conditions 

such as measuring heartbeat, body temperature and so on [3].  The monitoring signals and data are then collected 
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from the appropriate sensors by a personal device i.e. a smart phone that transmits the collected information to the 

healthcare professional for health monitoring.  

WBAN should establish a secure communication with another WBAN to protect patient’s privacy and prevent 

hacking into the network and periodically updates the user’s medical record.  When dealing with medical 

applications, it is imperative that a system should provide great security and authenticity [12]-[16] between users or 

personal devices in WBAN to make an effective system. A unique challenge for secure communication in WBAN is 

the communication between nodes, which should not share any sensitive information, especially access to patient 

data must be strictly limited only to authorized users. In order to accomplish the system security and to facilitate the 

authentication process, the cryptographic based approach is utilized, which is an Elliptic Curve Cryptography (ECC) 

algorithm [17]-[22] is enabled in this paper. 

II.  INTERENFERENCE BASED WBAN SYSTEM DESIGN AND ARCHITECTURE 

 

 

 

(a) WBAN Communication 

 

 

(b) Interference problem in WBANs 

Figure 1: System Architecture 

Every human carries a WBAN, which consists of a central node which is assumed as a receiver and several sensor 

nodes within the body area is assumed as a transmitters which are used to initiate the communication. In WBAN 

system, the sensors attached on the body can communicate with other body sensor nodes and personal devices 

through either Zigbee or Bluetooth technology due to most mobile phones enabled with Bluetooth receivers. When 

the communication is taken place between the nodes presented in WBAN, there will be an interference occurrence 

because human sensors are nearly close to other sensors of body area.   

Inter-body and extra body communications are carried out in WBAN system (see figure 1 (a)) where interference is 

also appeared which are described in figure 1(b) in which the arrow indicate the interference link and the circle 

represents the coverage area. The interference is referred as from the links between one person's transmitter and 

other receivers. Thus when person A’s receiver receives the message from person B's transmitter and the transmitter 
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of person A send message to person A's receiver at the same time, then interference occurs between B's transmitter 

to A's receiver. The interference distribution and interference distance is calculated which are the significant role to 

find the noise and mitigate the interference between the nodes. 

A WBAN system is initially designed as an inter-network interference model where the nodes satisfy power law 

distribution similar to a social contact network model [34].The system constructs a scale free network which 

satisfies the power law exponent in which the nodes level does not change based on the size of the network. Based 

on power law distribution [34], the nodes should have k neighbors as  is proportional to  for a large value 

of k is denoted as below; 

                                                                 (1) 

The social interference network algorithm is based on the power law exponent. 

                                                III. EVALUATION RESULTS 

After applying the power game theory the work observes the performance of the power control game with the 

number of the nodes increasing from 20 to 100. If there are more nodes in the network, the interference increases 

and most of the nodes need to reduce their power to reduce the interference according to the power control 

game. Figure 4 illustrates the system utility where the total utility of the network is increased when there are 

more nodes in the network.  

 

 

 

 

 

    

Figure 2: Interference link and distance 
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Figure 3: Total Price according to the Number of Nodes in the Network 

 

Figure 4: Total Power vs. Number of Nodes in the Network 
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Figure 5: Average Total Power vs. Number of Nodes in the Network 

 

Figure 6: Average Total Power and Power after Price update while Number of Nodes in the Network 

The graph plotted in figure 5 and 6 shows the average and total power variation after each 

transmission is updated in order to improve the system life time. The results effectively prove 

that the proposed game-theoretic approach is successfully carried out the interference mitigation 
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and power control even the number of nodes is increased in the network. Channel gain and SINR 

are calculated to measure the system utility and price, power function. 

IV.CONCLUSION 

A WBAN is predicted as a valuable technology being used in many applications, especially in medical application 

for monitoring and detection of possible problems of patients. Some of the issues are addressed in WBANs, in 

which the critical issues need to be solved are energy saving and security along with inter-WBANs interference. To 

evade the inter-WBANs interference along with the control the transmission power on WBAN system, this paper 

presents a cooperative based power control game algorithm which is utilized with the social interaction information 

model. In order to manage the WBAN with the security measures to transmit the patient data throughout the system 

an Elliptic Curve Cryptography (ECC) algorithm is used for authentication before initiating the transmission. The 

performance of the proposed approach is evaluated along with the increased number of nodes while the occurrence 

of an interference problem is also rigorous. The proposed approach provides the better results where the power is 

increased to maximize the system life time of WBAN communication through power game approach, which also 

mitigates the interference problem efficiently.  The WBAN system uses ECC algorithm to perform authentication, 

encryption and decryption, which yield better security of patient data to establish the communication between the 

numbers of WBAN 
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